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N Unspeciied vlnerabily inthe Oracle VM VirtualBox component before 5.0.28 and 5.1.xbefore 5.1.8 n Orace Virualzation allows {1 2 |cvesoisssos
- local users to affect confidentiaiy, integrit, and ia vectors related to Core, a different S o
oracle
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oracle - jdk Unspeciied vuinerability out2t, 7uttd, and tegrity, and 25/10/2016 93 |cve206s556
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Unspecified vuilnerabilty in the Oracle Outside In Technology component in Oracle Fusion Middleware 8.4.0 and 8.5.1 through 8.5.3
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Unspecified vulnerabilty in the Oracle Outside In Technology component in Oracle Fusion Middleware 8.4.0 and 8.5.1 through 8.5.3
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Unspecified vulnerabity in the Oracle Outside In Technology component in Oracle Fusion Middleware 8.4.0 and 8.5.1 through 8.5.3
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Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execuite arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors, a different vulnerabilty than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
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Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers o execute arbitrarycode or cause adenil of
service (mem P P 3 han X 0 3
0 X 0 X o oV , cv 1
adobe - acrobat 13 X X T x 0 oV oV .| 217102016 100 o
¢ . . 0 0 0 oV , cv 3
0 , Cv oV )
e 7005, o 7010, cvz 20167011, CVE-2016-7012, 0 , cv , oV .
CVE 20167017, © 3 X ,and
om
I Securty G Dt Acit Monor 2o EL0, 3110w 95 Sefore 700,31 10X rough 0.1 cfore 100
security_guardium_database_activity_monit v v I © ° ¢ s 21/10/2016 20 |cve20160036
- sers with root privileges eld
ibm -
1BM Security Guardium Database Activity Monitor 8.2 before p310, 9.x through 9.5 before 700, and 10.x through 10.1 before p100
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- btain administrator privieges for command execution via unspecified vectors.
Semana 17/10/2016
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The IP stack in the Linux kernel through 4.8.2 allows remote attack of service (stack d panic) or
linux - linux_kernel 2 rimpact by triggering use of the GRO path for large crafted packets, as demonstrated by packets that | 16/10/2016 78 |cve20167039
contain only VLAN headers. 3 related issue to CVE-2016-8666.
The arcmsr_iop_message_fer function in hbacinthe h 4.8.2 does not restricta
linux — linux_kernel certain length feld, which allows local users to gain privileges or cause a denial of service (heap-based buffer overflow) via an 16/10/2016 22 |cve2ote7a2s
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The IP stack in the 4.6 allows remote attack of service (stack d panic) or
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interleaved Py headers.  related issue to CVE-2016-7039.
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Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader Dc Classic before 15.006.30243,

and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and O X allows attackers to y code
adobe -~ acrobat via unspecified vectors, a different vulnerabily than CV el o v , CVE-2016- 13/10/2016 100 |cve-2016-1089
6949, C\ v v e xe , 0 X , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020,20039 on Windows and OS X allows attackers to execute
adobe - acrobat via unspecified vectors, a different vulnerabilty than CV , O  cve2016. 13/10/2016 100 |cve-2016-1001
6943, C\ 0 0 0 X , C ,C , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
“dobe — flash_player Adobe Flash Payer befre 1600382 and 19 through 23 bfore 230 0.15; on Windows and 05 X and before 11.2.202.637 on tinux| 11001 100 |ove2016.a28s
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unsp 3 y than v 3 e ,
CVE-2016-6947, € , 0 X X X , C v 3
adobe -~ acrobat c 0 0 X 0 , o o v | 1371072016 100 |CVE-2016-6940
c 0 , 0 1 , 0 X , o Xel a
c X , 0 0 X X Nel 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 X o , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020,20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption] via unspecified vectors, a different vilnerabilty than CVE-2016-6940, CVE-2016-6942, CVE-2016-6943,
c X , 0 0 0 , C X X 3
adobe - acrobat c € , € c 0 , C\ , C , O , | 131072016 100 |CvE-2016-6041
c 0 , 0 0 , 0 ,C , C\ , O .
c , € , 0 0 0 X ,C , O\ 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 , C , C , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unsp 3 y than CV ), N ,
CVE-2016-6947, € , 0 X X X , C v 3
adobe -~ acrobat c 0 0 X 0 , o o v | 1371072016 100 |cvE-2016-6942
c 0 , 0 1 , 0 X , o Xel a
c X , 0 0 X X Nel 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 X o , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020,20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption] via unspecified vectors, a different vulnerabilty than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
CVE-2016-6947, € , 0 X 0 X X % 3
adobe - acrobat c € , € X 0 , C\ , o , 0 | 1371012016 100 |CVE-2016-6943
c 0 , 0 0 , 0 ,C , O\ L .,
c , 0 , 0 0 0 X ,C L 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 , C , C , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7013.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020,20039 on Windows and OS X allows attackers to execute
adobe - acrobat via unspecified vectors, a different vulnerabilty than CV , 0 3 cvE206. 13/10/2016 0 |cvez016-6904
6943, C X , C 0 X , C 0 , CVE-2016-
6967, CVE-2016-6368, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and 05 X al
adobe -~ acrobat via unsp 3 a X Ve 2016 13/10/2016 0 |cve20166985
Net xe! Ne e 0 3 , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020,20039 on Windows and OS X allows attackers to execute
adobe - acrobat via unspecified vectors, a different vulnerabilty than CV , 0 a ,  ve206. 13/10/2016 CVE-2016-6946
6943, C X , C 0 X , C 0 , CVE-2016-
6967, CVE-2016-6368, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption] via unspecified vectors, a different vulnerabilty than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
c X , 0 X 0 X X , 0 3
adobe - acrobat c € , € 0 0 , C\ , o , 0 | 1371012016 0 |cvez016-6907
c 0 , 0 0 , 0 ,C , O\ L .,
c , 0 , 0 0 0 X ,C L 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 , C , C , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7013.
Adobe Reader and 11,018, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and O X allow attackers to execute arbitrary code or cause a denial of
service ption) via unspecifi 3 o xe! Ne 3
c X 0 X X 0 X  Cv 2
adobe -~ acrobat c X 0 X 0 , 0 Qo , . | 1371012016 CVE-2016-6948
c 2 , 0 0 0 0 o , CV 3
c X , 0 0 0 , 0 o , Cv 2
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 0 QL , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and 05 X al
adobe -~ acrobat via 3 Q X Ve 2016 13/10/2016 CVE-2016-6949
Py Net xe! ye e e , CVE-2016-
6967, C\ v xe! Ne xe , and O
Adobe Reader and 11,018, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service ption) via unspecifi 3 o xe! Ne 3
c X 0 , 0 X 0 X  Cv 2
adobe -~ acrobat c X 0 X 0 , 0 Qo , . | 1371012016 CVE-2016-6950
c 2 , 0 0 0 0 o , CV 3
c X , 0 0 0 , 0 o , Cv 2
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 0 QL , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
sevice P , adiferent y than O xe X 2
c , 0 0 , 0 O X X , 3
adobe - acrobat c € , 0 X X , C o , | 1371072016 0 |cvez016-6951
c 0 , 0 0 , C\ ,C , O\ ), .,
c , 0 , 0 0 , C\ , C\ o , 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , C X , C , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7013.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and 05 X allows attackers to execut y code
adobe - acrobat via unspecified vectors, a different vulnerabilty than CV ) OV o 3 , CVE-2016- 13/10/2016 100 |cvE-2016-6952
46, C\ Xel xe e xe , 0 X , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
seafer.fre vunerabily i Adobe Reader and Acroat before 1,016, Acrabatand Acobat eader OC Clssic bfore 15006 30245,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and 05 X al
adobe - acrobat via unspecil , a di o , O o Ve 2016 13/10/2016 100 [CVE-2016-6053
6946, C\ X X , C , C , C , CVE-2016-
6967, C\ , C\ € , C € , and C\
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow atackers to execute arbitary code or cause a deni
service (mem P i 3 han C\ ) C , C 3
, C . , 0 0 a , C\ , O\ 3
adobe - acrobat c € , C € 0 , 0 , C\ , C\ .| 131002016 100 |CVE-2016-6954
c ,C , C ,C 0 0 , C\ , C 3
c , C , C 0 0 , 0 ,C , C\ 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 0 xS , CVE-2016.7017,
CVE-2016-7018, and CVE-2016-7019,
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unsp , adiferent y than CV Xe e 2
c , CVE-2016-6947, ) , 0 O X! X , Cu 3
adobe - acrobat c X , 0 X , , o o , OV | 1371072016 CUE-2016-6955
c 0 , 0 0 , C\ o , C X .,
c X , 0 0 , C\ , C\ o , Cu 3
c , CVE-2016-7011, ) X , X , C , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1089&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1089
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1091&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1091
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4286&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4286
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6940&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6940
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6941&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6941
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6942&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6942
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6943&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6943
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6944&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6944
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6945&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6945
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6946&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6946
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6947&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6947
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6948&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6948
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6949&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6949
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6950&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6950
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6951&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6951
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6952&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6952
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6953&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6953
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6954&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6954
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6955&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6955

Histérico de vulnerabi

idades de Octubre del 2016

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of

service p o 3 y than C\ ), N 3
c , CVE-2016-6947, C X Xel X! L OV v ,
adobe — acrobat c Xe , C Xe gel , o Nt v , | 137102016 100 |CVE-2016-6956
c 0 , 0 , C v o Nl ), OV ,
c ,C ,C 0 v , O\ OV , OV 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € 0 v o , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
adobe — acrobat Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to bypass JavaScript APl execution restrictions via | 13/10/2016 100 |CVE-2016-6957
unsoecified vectors.
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
adobe - acrobat Reader DC Continuous before 15.020.20039 on Windows and O X allow attackers to bypass intended access restrictions via 13/10/2016 100 |cvE-2016-6958
unsoecified vectors.
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
c , C 0 Xe Xe Rey Xy v 1
adobe - acrobat c Xe , C Xe Xe , v xe v , | 13102016 100 |CVE-2016-6959
c ,C , C , C xe X , v xe! .
c , C , C xe xe xeY X , 1
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 R v , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7015,
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service p P 3 y than CV ), , 2
c , CVE-2016-6947, C ,C Xe Rel X , CV
adobe — acrobat c X , C Xe ,C v v v , | 137102016 100 |CVE-2016-6960
c 0 , 0 ,C Xe xe! , o Xel ,
c ,C 0 0 X v X Nel 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 g o , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and 05 X allows attackers to execute arbitrary code
adobe — acrobat via 3 o Xe! o Ne! , CVE-2016- 13/10/2016 100 |CVE-2016-6961
6006, ), Cv , Cv X , , , C , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6088, and CVE-2016-6093.
seaferfre vlnerabiiy i Adobe Reader and Acroat before 1,016, crabatand Acobat Reader DC Clssic bfore 15006 30245,
and Acrobat and Acrobat Reader DC Continuous before 15.020,20039 on Windows and OS X alk
adobe - acrobat via unspecified vectors, a different vulnerability than CV xe! xe Ve 2016 13/10/2016 100 |CVE-2016-6962
Xe . , Be , € , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and O X allows attackers to execute v
adobe - acrobat via 3 a xe! 3 , CVE-2016- 13/10/2016 100 |cvE-2016-6963
6006, Xe! , Cv , N ,C e , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6093.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020,20039 on Windows and OS X allows attackers to execute v
adobe - acrobat via unspecified vectors, a different vulnerability than CV xe L , CVE-2016- 13/10/2016 100 |CVE-2016-6964
Xe . , Be , , , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and O X allows attackers to execute v
adobe - acrobat via 3 a xe! e Ne! , CVE-2016- 13/10/2016 100 |cvE-2016-6965
6006, X! , Cv , N ,C ,C , CVE-2016-
6967, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6093.
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execue arbitrary code or cause a denial of
service ( ption) P 3 o 3 g ‘
c ,C X , 0 Xe Re X , CV
adobe - acrobat c X Xe Xe ,C , 0 1 v , | 1371072016 100 |cVE-2016-6966
c 0 , 0 ,C xe xe o yel :
c 3 3 0 X xe 1 xe! 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € 0 0 1 , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and O X allows attackers to execute v
adobe - acrobat via 3 a xe! e Ne! , CVE-2016- 13/10/2016 100 |CVE-2016-6967
6006, X! , Cv , N ,C ,C , CVE-2016-
6965, CVE-2016-6968, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6093.
Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020,20039 on Windows and OS X allows attackers to execute v
adobe ~ acrobat via unspecified vectors, a different vulnerability than CV xe! a L , CVE-2016- 13/10/2016 100 |CVE-2016-6968
6946, C\ ), . , Ne , , C , CVE-2016-
6965, CVE-2016-6967, CVE-2016-6969, CVE-2016-6971, CVE-2016-6979, CVE-2016-6988, and CVE-2016-6993.
s aftefreewnerabity n Adobe Reader and Acrobatbefore 110,18, Acrobt and AcrbatReader C Classic before 15,006 30245,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and OS X al
adobe -~ acrobat via unsp 3 a xe! o , CvE-2016 13/10/2016 100 |cvE20166969
6946, C\ Xe! X Xe Ne ,C , CVE-2016-
6965, CV ,Cv OV Ne Xe , and
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
sevice P pecifi 3 o X! Ne 3
c , C 0 , C X X v v
adobe -~ acrobat c , € X , € X , 0 Qo v .| 1371072016 100 |cve20166970
c € , C , C 0 0 v xe! ,
c , € , C xe 0 , 0 xe! v ),
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, € , 0 xe v , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
s aftefreewnerabity n Adobe Reader and Acrobatbefore 110,18, Acrobt and AcrobatReader C Classic before 15,006 30245,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and OS X al
adobe -~ acrobat via unsp 3 a xe! o , CvE-2016- 13/10/2016 100 |cve20166971
6946, C\ Xe! X X Ne ,C , CVE-2016-
6965, CV ,Cv OV Xe Xe , and
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
sevice P pecifi 3 o X! Ne 3
c , C 0 , C X X v v
adobe -~ acrobat c , € X , € X , 0 Qo v .| 1371072016 100 |cve20166972
c € , C , C 0 0 v xe! ,
c , € , C xe 0 , 0 xe! v 2
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 0 v , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service , a different y than CV ), N ,
, CVE-2016-6947, C X Xel Rel X 2
adobe — acrobat c , C Xe X Xel xel v , Cv | 1371072016 100 |cvE-2016-6973
c 0 , 0 , C , OV xe! , v ), CV 3
c ,C , 0 0 xel xel xe! , CV 3
, CVE-2016-7011, C ,C , v gey v , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019,
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service ia unsp 3 han CV Xe Ne 3
c , C 0 , C Xe a v v 1
adobe - acrobat c , € X , C Xe xe , v v . | 1311012016 100 |CVE-2016.6974
c € , C , C xe xe , v xe! .
c € , , 0 , C xe xe) , 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 xe v , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-701
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers bitrary code or denial of
service , a different y than CV ), N ,
, CVE-2016-6947, C X Xel Rel v , Cv
adobe — acrobat c , C Xe X Xel xel , v ye? | 1371072016 100 |cve-2016-6975
c 0 , 0 , C , OV xe! , v ), CV 3
c ,C , 0 0 Rel xel xe! , Cv
, CVE-2016-7011, C ,C , v gey v , CVE-2016.7017,
CVE-2016-7018, and CVE-2016-7019,
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
sevice ia unsp 3 han CV Xe Ne 3
c , C € , C Xe [ xey v 1
adobe - acrobat c , € € , € X xe , v xe) , | 131072016 100 |cvE-2016.6976
c € , C , C xe xe , v xe! .
c , € , xe , C xe X! , 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , 0 xe v , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.
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Histérico de vulnerabi

idades de Octubre del 2016

adobe - acrobat

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of

service pt e 3 y than €V ), € , ,

, CVE-2016-6947, C € Xe! , v , Cu , Cu 2
[ xe Xe , Xe! , v , Cu , Cu 3
[ ) € , , CV v , Cu ), Cu .,
[ e , , , CV , Cv ., Cu , Cu ),
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ a o <! , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

CVE-2016-6977

adobe - acrobat

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,

e e , xe v , Cv , OV 2
[ e Xe xe xe v , Cv , OV .
[ e . xe xe v , Cv , OV .
[ e , xe xe , CV OV , OV 2
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, CY xe , Cv , OV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019,

CVE-2016-6978

adobe - acrobat

Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,

and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Wind d 05 X allows attackers to execute v

via unspecified vectors, a different vulnerability than CV , OV <! xe , CVE-2016-
6946, CV xe xe 0 ye e , CVE-2016-
6965, CV xe xe ), Q ye , and CV

CVE-2016-6979

adobe - acrobat

Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,

and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Windows and O X allows attackers to execute arbitrary code
via unsp 3 e X! CvE2016-
6946, CV Xe! X .0 0 X , CVE-2016-
6965, CV e X , CVE-2016-6971, C , and C\

CVE-2016-6988

adobe - acrobat

Use-after-free vulnerability in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243,
and Acrobat and Acrobat Reader DC Continuous before 15.020.20039 on Wind d 05 X allows attackers to execute

v
via unspecified vectors, a different vulnerability than CV xe! 3 , CVE-2016-
6946, CV xe xe , e € , CVE-2016-
6965, CV . , e e ) and v

CVE-2016-6993

Heap-based buffer overflow in Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before

adobe - acrobat 15.006.30243, and Acrobat and Acrobat Reader DC Conti before 15.020.20039 on Wind d 05 X allows attackers to execute 100 |CVE-2016-6994
arbi 1 vulnerability than C\
Adobe Reader and 11,018, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and S X allow attackers to execute arbitrary code or cause a denial of
service pt P 3 y than CV ) e ,
[ , CVE-2016-6947, C € Xe v , v ) 3
adobe - acrobat o e xe € Xe , , Cv O 3 CVE-2016-6995
< € xe € € , , Cv ), Qv .,
< € e € € , oV , Cy )
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ , , , CV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
e

, €\ e , Xe! e , oV , )
adobe - acrobat e e Xe , Xe! , v , v , 3 100 |CVE-2016-699
e € e , , CV A , Cv , .,
e , , , , CV , CV OV , 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ , Cv , Cv , OV , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and S X allow attackers to execute arbitrary code or cause a denial of
service ption) P s e ) e 3
, e , Xe L , v 3 3
adobe - acrobat < e X € xe , , Cv O 3 CVE-2016-6997
< € xe € € , , v ), Qv 3
< € ) € € , v , Cu 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ , , , CV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of

service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
s e , oV , 2

, € X , €\

adobe - acrobat e e e € Xe! , v , v , 3 0 |cve-2016-6998
e ) e , , CV , CV OV , .,
e e , , , CV , CV OV , 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ , Cv , Cv , OV , CVE-2016-7017,
CVE-2016-7018, and CVE-2016-7019.
Integer overflow in Adobe Reader and Acrobat before 11.0.18, Acrobat and DC Classic before 15.006.30243, and
adobe - acrobat Acrobat and c before 15.020.20039 on Wind: d 05 X via 100 |CVE-2016-6999

unsoecified vectors.

adobe - acrobat

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 0S X allow attackers to execute arbitrary code or cause a denial of

service o , a different y than O )@ Ne 3

, € X , €\ , CV oV , Cv , Cu 2
e xe Xe , Xe! , v , Cv Nl 3
e ) e , , CV , CV v , Cu .,
e , , , , CV , CV v , Cu ),
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ , Cv , OV , OV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

CVE-2016:7000

adobe - acrobat

Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of

service pt pecifi s e ) CV € 3
a X e , xe , , OV , v 3
a X e € xe , , v , oV 3
a €1 e , ) , OV , v 3
a X , ) , ) , OV , v 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, CY , , , OV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019,

CVE-2016-7001

adobe - acrobat

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 0S X allow attackers to execute arbitrary code or cause a denial of

service o , a different y than O )@ Ne 3

, € X , €\ , CV oV , Cv , Cu 2
e xe Xe , Xe! , v , Cv Nl 3
e ) e , , CV , CV v , Cu 3
e Ne , , , CV , CV v , Cu ),
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C\ , Cv , OV , OV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

CVE-2016-7002

adobe - acrobat

Adobe Reader and 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of

service pt pecifi s e ) CV € 3
a X e , xe , , OV , v 3
a X e € xe , , v , oV 3
a € e , ) , OV , v 3
a € ) , ) , OV , v ),
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, CY , , , Cv , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019,

CVE-2016-7003

adobe - acrobat

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Wind d 05 X allow attackers bitrary code or denial of
service , a different y than C ), @ Ne 3
, CVE-2016-6947, C , Xe! oV , v , Cu 2
e xe Xe , Xe! , v , Cv , Cu 3
e ) xe , , CV , CV v , Cu ),
e e , , , CV , CV v , Cu 3
), CVE-2016-7011, O Ne , Cv , Cv , OV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

CVE-2016-7004

adobe - acrobat

Adobe Reader and 11,018, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service ia unspe ) han CV Xe € 3
[ , e , €\ xe e , CV , CV 2
[ e xe xe xe , , CV , OV .
[ € e , €\ xe xe OV , CV 2
[ Ne 3 , €\ xe xe OV , CV 2
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, CY , ) xe , CV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

CVE-2016-7005

adobe - acrobat

Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Wind d 05 X allow attackers bitrary code or denial of
service , a different y than C ), @ Ne 3
, CVE-2016-6947, C , Xe! oV , v , Cu 2
e xe Xe , Xe! , v , Cv , Cu 3
e ) xe , , CV , CV xe! , Oy )
e e , , , Cv , CV v , Cu ),
), CVE-2016-7011, O Ne , Cv , Cv , OV , CVE-2016-7017,

CVE-2016-7018, and CVE-2016-7019.

CVE-2016-7006

Pagina a
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6995&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
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Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classi before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and 05 X allow attackers to execute arbitrary code or cause a denialof
service (memory b ) y than cY xe c ,
q cve 2016 6547, 0 % Q oV oV
adobe ~ acrobat q x . , g o , oY oY , | 1100016 | 100 |cve20167007
q c c 0 % .o oY OV 3
q c ,c % 0 o X X 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, © ¥ o o , CVE-2016-7017,
CVE-2016-7018, and CVE-2016:7019
[Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classi before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 an Windows and OS X allow attackers to execute arbitrary code or cause a derial of
service (memory corruption) via unspecifed vectors, a diferent vulnerabilty than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
q X X 0 X a o o
adobe - acrobat q C . % % o o o .| wBpopos | 100 |cvezoie7008
q . X , 0 o o oV .
q c c , g o o oV .
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, C , o o , CVE2016.7017,
CVE-2016-7018, and CVE-2016-7019
Adobe Reader and 11018, Acrobat and Acrobat Reader DC Classc before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and OS X allow attackers to execute arbitrary code or cause a denial of
service (memory s , y than C\ X C .
q Ve 2016 6547, , % o . . oY
adobe - acrobat q . . ,c % oV o oY , | 110006 | 100 |cve20167000
q . c % 0 0 .o oY 3
q c ,c % % o .o .o 3
CVE-2016-7010, CVE-2016-7011, CVE-2016-7012, © % o .o , CVE-2016-7017,
CVE-2016-7018, and CVE-2016:7019
[Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classi before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 an Windows and OS X allow attackers to execute arbitrary code or cause a derial of
service (memory corruption) via unspecifed vectors, a different vulnerabilty than CVE-2016-6940, CVE-2016-6941, CVE-2016-6942,
q X X 0 X o o o
adobe - acrobat q C . % % o o o .| wBpopos | 100 |cvez0e7010
q . X , , o o oV .
q c c , g o o oV )
CVE-2016-7009, CVE-2016-7011, CVE-2016-7012, C , o o , CVE-2016.7017,
CVE-2016-7018, and CVE-2016-7019
Adobe Reader and 11018, Acrobat and Acrobat Reader DC Classic before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 on Windows and O X allow attackers to execute arbitrary code or cause a denial of
service (memory s , y than C\ X C .
q cve 2016 6547, , % o . . oY
adobe - acrobat q . . % 0 oV o oY , | 10006 | 100 |cvezotszon
q ¥ c 0 * 0 .Q oV 3
q c ¥ 0 * 0 o .o 3
q * , CVE-2016-7012, C % * o , CVE-2016-7017,
CVE-20167018, and CVE-2016:7019
Adobe Reader and Acrobat before 11.0.18, Acrobat and Acrobat Reader DC Classi before 15.006.30243, and Acrobat and Acrobat
Reader DC Continuous before 15.020.20039 an Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecifed vectors, a different vuinerabilty than CVE-2016-6340, CVE-2016-6941, CVE-2016-6942,
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CVE-2016-7009, CVE-2016-7010, CVE-2016.7011, CVE-2016-7012, © 0 o o 3
CVE-20167018, and CVE-2016.7019
The Tomcat package on Red Hat Enterprise Linux (RHEL] 5 through 7, JBoss Web Server 3.0, and JBoss EWS 2 uses weak permissions
apache - tomeat for (1) and (2) , which allows localusers to gan privleges by leveraging membership n |~ 13/10/2016 72 |cve20t66325
the tomeat erouo
Microsoft Internet Explorer 11 and Microsoft Edge allow remote attack demialof service
microsoft - edge (memory corruption) via  crated web sit, aka "Microsoft Browser Memory Corruption Vulnerabilty.” 13072016 23 |oeoenn
The scrpting engines in MicrosoftIternet Explorer 9 through 11 and alow remote attackers code
microsoft - edge or cause a denial of service acrafted web site, by the Chakra JavaScript engine, aka 13/10/2016 93 |cve20t6338
Memor Corruption Vulnerabilty.”
Microsoft 10and 11 allows remote attackers fo execut code or cause a denialof service (memory
microseft - nternet explorer corruption) via  crated web site, aka "Microsoft Browser Memry Corruption Vulnerabilty. 13072016 23 |oeolens
microsoft - nternet_explorer Microsoft S through 11 ak denial 13/10/2016 93 |cve2oie3ise
corruption) viaacafted e site.aka"nternt Exclore Wemry Corrupton Vuersbilt”
ierosof - nternet explorer The scripting engine in rer 9 through 1 al e attackers to execute abicary code or cause adenialof | 00 03 |ovesotesass
Senice memorycorupton) a3 crafted et e aka"ciping Engine Memory Corruption Valerabity 22 |cEenss
The Chakra JavaScript engine in Microsoft Edge al execute a
microsoft - edge corruption) v acafted web s, akaSripting Enine Memery Corruption Vulnerabity”adifferent winerabilty than CVE 2016. | 13/10/2016 93 |cve20163386
3389, CVE-2016-7190. and CVE-2016-7194.
Microsoft Internet Explorer 10 and 11 and properly o paces, which al e
microsoft - edge attackers o gain prvieg vectors, aka Elevation of Privilege Vulnerabilty," a dfferent 13/10/2016
vulnerabilty than CVE-2016-3387.
erosof—edse tengine i Microsoft Edge al execute arbitrary crafted web s, aka "Scriptng | s |
Encine Remote Code Execution Vulnerabilty.” e e
canonica cbnts i inthe _sys_r unction innet/socket.c i the i kernelbefore .52 allows remote attackersto [ 110 00 |ovesoter
execute arbitrary involving a callthat s mishandled during error processing. 002016117
n lsm-clientin driver in Android before
sooge - android 2016-10-05 on Nexus 5X, Nexus 6P, and Android One devices allow attackers to gan privileges via a crafted application, aka Android |~ 10/10/2016 93 |cve2015.8951
internal b Qualcomm internal bue CR 94890
x i Android 5.0x before 5,02, 5.1x before 5.1.1, 6. before 2016-1001,
soogle — android and 7.0 before 2016-10-01 does not properly registration, which allows attackers to gan privieges vi a crafted 10/10/2016 93 |cve20163500
application.
overflows driver in Android before 2016-10-
soogle - android 05 on Nexus 5X, Nexus 6, Nexus 6, and Android One devices allow attackers to gain privieges via acrafted application, aka Android | 10/10/2016 93 |cve20163001
internal bug 29999161 and Qualcomm interna bue CR 1046434,
_csidcin in Android before
ooge ~ android Nexus 5, Nexus 5X, Nexus 6, Nexus 6P, and Android One devices allows attackers to gan privileges via acrafted application, aka 10/10/2016 93 |cve20163003
Android nternal bug 20513227 and Qualcominternal bus CR 1040857.
CORE/HDD)/src/wlan_hdd_main. inthe Qualcomm WI-Fi driver in Android before 2016-10-05 on Nexus SX devices allows attackers to
sooge - android viaa crafted application that send: RAME command, aka Android internal bug 28061823 and! 10/10/2016 93 |cve20163905
Qualcomm internal bus CR 1001449,
The SoftMPEGA component in ibstagefright in mediaserver n Android 4.xbefore 4.4.4, 5.0 before 5.0.2,5.1x before 5.1.1, 6.x
soogle - android before 2016-10-01, and 7.0 before 2016-10-01 allows atackers to gain privieges v acrated application, aka nternal bug 30033990, | 1%/19/2018 CE2016:3000
services/soundirigger/SoundTriggerHwService.cpp in mediaserver in Android 5.0.x before 5.0.2,5.1.x before 5.1.1,6.x before 2016-101
soogle - androld 01, and 7.0 before 2016-10-01 allows atackers to gain privileges via a rafted application, ka inernal bug 30148545, 1ono/2016 23 |E201e010
cor/jvsandrd/Procesjvain gt n Anokd i fors 444, S0xbefrs 503 5.1 befare .1, G efore 20161001,
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Histérico de vulnerabilidades de Octubre del 2016

The framework APIs in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1.x before 5.1.1, 6.x before 2016-10-01, and 7.0 before 2016-10-

google - android 10/10/2016 CVE-2016-3912
01 allow attackers to eain orivilezes fed aooli ka internal bue 30202481
in mediaserver in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1 before 5.1.1,
google - android 6.x before 2016-10-01, and 7.0 before 2016-10-01 does not validate a certain static_cast operation, which allows attackers to gain 10/10/2016 CVE-2016-3913

orivileges via a crafted apolication. aka internal bug 3020410:

Race condition in providers/telephony/MmsProvider java in Telephony in Android 4. before 4.4.4, 5.0.x before 5.0.2, 5 1x before
google - android 5.1.1, 6.x before 2016-10-01, and 7.0 before 2016-10-01 allows attackers to gain privileges via a crafted application that modifies a 10/10/2016 93 |cve-20163914
two oen overations. aka internal b

camera/src/camera_metadata.c in the Camera service in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1 before 5.1.1, 6.x before

oogle - android 10/10/2016 93 |cve-2016:3015

oo 2016-10-01, and 7.0 before 2016-10-01 allows attackers to gain privileges via a crafted application, aka internal bug 30591838, or = EEEEEE
camera/src/camera_metadata.c in the Camera service in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1.x before 5.1.1, 6.x before

soosle - android 2016-10-01, and 7.0 before 2016-10-01 allows attackers to gain privileges via a crafted application, aka internal bug 30741779 1ono/2016 23 |E20le1e
The fingerprint login feature in Android 6.0.1 before 2016-10-01 and 7.0 before 2016-10-01 does not track the user account during the,

google - android authentication process, which allows physically proximate attackers to authenticate as an arbitrary user by leveraging lockscreen 10/10/2016 72 |cvE20163917
access.
1d3/1D3.cppin mediaserver in Android 5.0. before 5.0.2, 5.1.x before 5.1.1, 6.x before 2016-10-01, and 7.0 before

soosle - android 2016-10-01 allows remote attackers to cause a denial of service (device hang or reboot) via a crafted file, aka internal bug 30744884, 1ono/2016 4 |e20le00

ramewor 2 4xbefore 4.4.4,5.0, 3 1,6,

google - ancrold libsysutils/src/FrameworkListener.cpp in Framework Listener in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1.x before 5.1.1, 6.x 1071072016 93 |cvesoteann
before 2016-10-01, and 7.0 before 2016-10-01 allows attackers to gain privileges via a crafted application, aka internal bug 29831647. s

oogle - ancold Unspecified vulnerability ina Q in Android before Nexus 5, 5X, 6, and 6P devices has unknown 107102016 100 |cvesotea0s
imbact and attack vector: 28823953 —

oogle - android Unspecified vulnerabilty ina Q in Android before Nexus SX and 6P devices has unknown impact | 100 100 |ovezotessr
and attack vectors. aka internal bug 28823244, VE2016-3927

oogle - ancold The MediaTek video driver in Android before 2016-10-05 allows attackers to gain privileges via a crafted application, aka Android 107102016 93 |cvesoteans

internal bue 30019362 and MediaTek internal bue ALPS02820384.

Unspecified vulnerability in a Qu in Android before Nexus 5X and 6P devices has unknown impact

oogle - android 10/10/2016 100 |cve-20163929

oo and attack vectors. aka internal bue 288 /101 o

RS The NVIDIA MMC test driver in Android before 2016-10-05 on Nexus 9 devices allows attackers to gain privileges via a crafted R O P
aoolication 28760138 CVE20163930

driver in Android before 2016-10-05 on Nexus 5X, Nexus 6, Nexus 6P,
google -~ android and Android One devices allows attackers to gain privileges via a crafted application, aka Android internal bug 29157595 and 10/10/2016 93 |cve-2016-3031
Qualcomm internal bug CR 1036418.

mediaserver in Android before 2016-10-05 allows attackers to gain privileges via a crafted application, aka Android internal bug

google - android 10/10/2016 93 |cvE201639%2
29161895 and MediaTek internal bue ALPS02770870.
i 05 0n E aacr:
oogle — android mediaserver in An:an;da :ifore 2016-10:05 on Nexus 8 and PixelC devices llows attackers o gain privileges viaa crafted application, | 101001 03 |evezorssnm

X \_camera_cci_i2c.c in the Qualcomm camera driver in Android before 2016-
google -~ android 10-05 0n Nexus 5, Nexus 5X, Nexus 6, Nexus 6, and Android One devices relies on variable-length arrays, which allows attackers to 10/10/2016 93 |cve-2016393
gain privileges via a crafted application, aka Android internal bug 30102557 and Qualcomm internal bug CR 789704,

overflows driver in Android before 2016-10-
google - android 05 on Nexus 5X, Nexus 6, Nexus 69, and Android One devices allow attackers to gain privileges via a crafted application, aka Android | 10/10/2016 93 |CvE2016-3935
internal b Qualcomminternal bue CR 1046507.
o0gle — android The MediaTek video driver in Android before 2016-10-05 allows attackers to gain privileges via a crafted application, aka Android 010/2016 93 |cvesoiasss
internal bue 30019037 and LP502829568. —
ogle - androld The MediaTek video driver in Android before 2016-10-05 allows attackers to gain privileges via a crafted application, aka Android 01072016 93 |cvesoteas
internal b 4 and MediaTek internal bue ALPS02834872. —
:_mdp_overlay.c in ide driver in Android before Nexus 5X, Nexus 6,
google - android Nexus 6P, and Android One devices allows attackers to gain privileges via a crafted application, aka Android internal bug 30019716 and |  10/10/2016 93 |cve20163938
Qualcomminternal bue CR 1049232,
._debug.cin in Android before N Nexus 6, Nexus 6,
google - android and Android One devices allows attackers to gain privileges via a crafted application, aka Android internal bug 30874196 and 10/10/2016 23 |CvE2016-3939
Qualcomm internal bue CR 1001224,
o0gle — android The Synaptics touchscreen driver in Android before 2016-10-05 on Nexus 6P and Android One devices allows atackers to gain 10/10/2018 93 |ovezotess

orivileges via a crafted apolication. aka internal bug 30141991

The GPS component in Android 4.x before 4.4.4, 5.0.x before 5.0.2,5.1.x before 5.1.1, 6.x before 2016-10-01, and 7.0 before 2016-10-
01 to denialof and ) viaalarge 10/10/2016 71 |cvE-2016-5348
xtra.bin or xtra2.bin file on a spoofed Qualcomm gpsonextra.net or izatcloud.net host, aka internal bug 29555864.

google - android

The Synaptics in Android before Nexus 5X attackers to gain privileges via a crafted

ogle - android
00 aoolication. 30537088

10/10/2016 93 |cve-2016:6672

The NVIDIA camera driver in Android before 2016-10-05 on Nexus 9 devices allows attackers to gain privileges via a crafted application,

google - android 10/10/2016 93 |CVE-2016:6673

Off-by-one error in CORE/HDD/src/wlan_hdd_hostapd.c in the Qualcomm Wi driver in Android before 2016-10-05 on Nexus 5X and
google -~ android Android One devices allows attackers to gain privileges or cause a denal of service (buffer overflow) via a crafted application that 10/10/2016 93 |cve-20166675
makes a linkspeed ioctlcall, aka Android internal bug 30873776 and Qualcomm internal bug CR 1000861

in col _hdd_cfg.cin WiFi driver in Android before 2016-10-05 on Nexus 5X and
google -~ android Android One devices allows attackers to gain privileges or cause a denial of service (buffer overflow) via a crafted application that 10/10/2016 93 |cvE-20166676
makes a GET_CFG ioctl call, aka Android internal bug 30874066 and Qualcomm internal bug CR 1000853,

The sound driver in the kernel in Android before 2016-10-05 on Nexus 5, Nexus 5X, Nexus 6, Nexus 69, and Nexus Player devices

oo~ android allows attackers to cause a denial of service (reboot) via a crafted application, aka internal bug 28838221 1o/10/2016 CUE2016:6650
service/jni/com_android_server_wifi_Gbk2Utf.cpp in the Qualcomm Wi-Fi gbkzutf module in Android before 2016-10-05 allows
google - android remote attackers to cause a denial of [ crash) or possibl other impact via an access point that has | 10/10/2016 75 |cve20166601
2 malformed SSID with GBK encoding. aka Quelcomm internal bus CR 9784
._mdp_pp.cin in Android before 2016-10-05 allows attackers to cause a
google - android denialof I ) or possibly have unspecified P vectors, 10/10/2016 75 |cvE20166692
CR 10049
ds2-d I driver in Android before 2016-10-05 alows attackers to
goole -~ androld cause a denialofservice or possibly have unspecifed other mpact v an invalid data length, aka Qualcomm internal bug CR 102758, | /1912016 1o |QUE2016665
> driver in Android before 2016-10-05 allows attackers to
google - android cause a denial of service or possibly have unspecified other impact via crafted parameter data, aka Qualcomm internal bug CR 10/10/2016 15 |cvE2016660
1033525,
4524 I driver in Android before 2016-10-05 allows attackers to
google - android cause a denial of service or possibly have unspecified other impact via a crafted visualizer data length, aka Qualcomm internal bug CR | 10/10/2016 75 |cve2ote660s
1033540,
> driver in Android befare 2016-10-05 allows attackers to
google - android cause a denial of service or possibly pecified other impact via a for gth, 10/10/2016 75 |cve2016-6696
internal bug CR 1041130,
intel —solid-state_drive_toolbox The updater subsvstem in Intel SSD Toolbox before 3.3.7 allows local users to gain privileges vectors. 10/10/2016 72 |cvez0168100
conditions _compat.c in the ADSPRPC driver for the Linux kernel 3.x,
linux - linux_kernel as used in Qualcomm Innovation Center (QuIC) Android contributions for MSM devices and other products, allow attackers to cause a | 10/10/2016 15 |cvE2015.0572
denial of 2 impact via a COMPAT_FASTRPC_IOCTL_INVOKE_FD foctl cal.

drivers/soc/qcom/qdsp6v2/voice_sve.c in the QDSP62 Voice Service driver for the Linux kernel 3., as used in Qualcomm Innovation
linux —~ linux_kernel Center (QuIC) Android contributions for MSM devices and other products, allows attackers to cause a denial of service (memory 10/10/2016 75 |cvE-2016-53a3
corruption) or possibly have unspecified other impact via a write request, as demonstrated by a voice_svc_send._req buffer overflow.

ruckus — wireless hs00 Ruckus Wireless H500 web command inection 10/10/2016 90 |cve-20161000216
Multiple integer overflows in the (1) curl_escape, (2) curl_easy_escape, (3) curl_unescape, and (4) curl_easy_unescape functions in

haox—libeurl libcurl before 7.50.3 allow attackers to have unspecified impact via a string of length Offfff, which triggers a heap-based buffer 07/10/2016 15 |QVE2016:7167
overflow.

mirror_manager_project -- mirror_manager | Mirror Manager version 0.7.2 and older is vulnerable to remote code execution in the checkin code 07/10/2016 75  |CVE-2016-1000003

The image parser in OpenStack Cinder 7.0.2 and 8.0.0 through 8.1.1; Glance before 11.0.1 and 12.0.0; and Nova before 12.0.4 and
openstack - cinder 13.0.0 does not properly limit gemu-img calls, which might a denial of and disk 07/10/2016 78 |cvE2015:5162
via a crafted disk image

Red Hat CloudForms Management Engine 4.1 does not properly handle regular expressions passed to the expression engine via the
cloudforms_management_engine [JSON API and the web-based UI, which allows remote users t it ging 07/10/2016 90 |cve-20167040
abilit to view and fiter collections.

redhat
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Histérico de vulnerabi

Semana 03/10/2016

idades de Octubre del 2016

Cisco NX-05 4.1 through 7.3 and 1.0 through 11.2 on Nexus 2000, 3000, 3500, 5000, 5500, 5600, 6000, 7000, 7700, and 9000 devices

cisco - nx-os attackers Iof service malformed IPua DHCP packets to the DHCPd relay agent, aka | 06/10/2016 CVE2015-6393
Bug IDs CSCua39250. CSCus21733, CSCus21739, CSCUtT6171. and CSCunG7182
Buffer overflow In the Overlay Transport Virtuaization (OT) GRE feature in Cisco NX-OS 5.0 through 7.3 on Nexus 7000 and 7700 O 0o |cvesomsies
scomos remote attackers to  code via long paramet et header, aka Bug ID CSCuy95701. 100 | Q01613
cisco - ios xr Cisco 10 XR6.1.1 te arbit ds a5 root by min privieges, aka Bug D CSCva38349. | 06/10/2016 72 |cvE20t66028
caco -~ frepower management_center | 7% st Management Consoe n Csco firepower Management Center 520 through 6.0, allvi remate authenticated sersta | o0 P P
execute arbitrary commands v crafted webapolication barameters. aka Bu ID CSCva30872. —
contus-video-comments_project - CONUS™ | .,.4henticated remote Jpe file upload in contus-video-comments v1.0 wordpress plugin 06/10/2016 94 |cve20161000112
dukapress project - dukapress Blind SQL Injection n wordpress plugin dukapress v2.5.9 06/10/2016 75 |cve-2015-1000011
huge-it - huge-it image gallery XS5 and QU in huge IT gallery v1 L5 for Joomla 06/10/2016 75 |cve-2016-1000113
huge-it —video gallery SQLinjection in Huge-IT Video Gallery v1.03 for Joormla 06/10/2016 75 |cve-2016-1000123
huge-it —portfolio_gallery SQLinjection i Huge-IT Pluginv1.0.6 06/10/2016 75 |cve-2016-1000124
huge-it —huge-t_catalog SQLinjection in Huge-IT Catalog v1.0. for Joomla 06/10/2016 75 |cve-2016-1000125
zotpress project - zotpress Zotpress plugin for WordPress SQliin z0_get accountl) 06/10/2016 75 |cve-2016-1000217
Use-after-free vuinerabilty in Adobe Flash Player before 13.0,0.366 and 18x through 22.x before 22.0.0.209 on Windows and 05 X
c L nspecified vectors, a different v .
sdobe — s plaer and before 11.2.202.632 on toexecute o s diferentwinerablty than OVE- | oo |00 | e sorazo
20164173, CVE-2016-4174, C @ a o , CVE- CUE2016:7020
20164231, and ©
american._ aspect: rican Auto-Matri Build Front-End before 30,0 and Bulding
matrix_bulding_automation_front- Automation Front-End ol o in cleartext, which 05/10/2016 75 |cve20162308
end solutions aolication information by reading a fle
s enetoueh_ping frmare Johnson & Johnson Animas OneTouch Ping devices do not properly generate random numbers, which makes it easier for remote R P -
attackers to spoof meters by sniffing the network and then engaging i an authentication handshake. CUE2016:508
animas - onetouch_ping_firmuware Johnson & Johnson Animas OneTouch Ping devices al ersto viareplay attacks 05/10/2016 93 |cve2oi6-5086
i onetouch g e Johnson & Johnson Animas OneTouch Ping devices ‘which makes it easier for remote attackers to ss/10/2016 Ve a016508
buoass orotocol. —
Beckhoff Embedded PC images before 2014-10-22 and Automation Device Specifcation (ADS) TwinCAT components do not rstrict
beckhoff - embedded_pc_images “ o (205) > 05/10/2016 94 |cve2015014
the number attempts, which mak for 0 obtain access via a brute-force attack.
Beckhoff Embedded PC mages before 2014-10-22 and Automation Device Specifcation (ADS) TwinCAT components might allow
beckhoff - embedded_pc_images remote attackers to obtain access via the (1) Windows CE Remote Configuration Tool, (2) CE Remote Display service, or (3) TELNET 05/10/2016 94 |cvedotasats
service
oo e Cisco 105 XE 3.1 through 3.17 and 16.1 through 16.2 allows remote attackers o cause a denialof service (device reload) via crafted PR s |otowens
- ICMP oackets tht reauire NAT. aka Bue ID CSCuw8S853 8 |ceoeens
} rough 3. 1l "
I isco 105 12.2 105 XE 3.14 through 3.16 nd 16.1 allow remote atackers t cause  denial of service (devie eload) va crated P | o0 5 |oveaomess
Detail Record (P a Bug D 08 g
The DNS forwarder in Cisco 105 12.0 through 12.4 and 15.0 through 15.6 and 05 XE 3.1 through 3.15 allows remote attackers to
disco — ios obtain sensitive information from process memory or cause a denial of service (data corruption or device reload)via a crated DNS 05/10/2016 83 |cvE20166380
response. aka Bue ID CSCup90532
— Cisco 105 12.4 and 15.0 through 15.6 and 05 XE 3.1 through 3.18 and 16.1 allow remote attackers o cause a denialof service [ R F—
{memory consumion or device reload va fragmented KEv1 packets. ka Bug ID CSCuvd7382. —
I Cisco 105 15.2 through 15.6 and 105 XE 3.6 through 3.17 and 16.1 allow to causea denialof PR P F—
via a malformed Py6 ) reeister packet. aka Bue ID CSCuv16399 e
— (i5c0 105 12.2 hrough 12.4 3nd 150 through 15.6 and 105 XE 3.1 through 3.17 and 162 alw remote ttackers to cause ademalof | oo o0 Ve a0t66081
service (device reload)via crafted fields in an H323 ka Bue 1D CSCux04257. —
in the Smart in Ciso 0§ 12.2 and 15.0 trough 15.2 and 105 XE 3.2 through 3.8 allows JE— I -
scolos remote attackers to cause a denialof y crafted Ka Bug D CSCuyB2367. 28 |ceeen
it platforms al @
o on e Cisco 105 XE 3.1 through 3.17 and 16.1 on 64-bit cause a denialof [ 5 |cveaomems
corruption and device reload) v fragmented IPvd packets. aka Bue ID CSCuxG6005, —
isco an rough 15.3 o cause a denlal o
disco - ios Clsco[0512.2and 150 through 15 b 05/10/2016 18 |cve2oiees0
of Common Industrial Potacol (CIP)reauests. aka Bue ID CSCur63036. 8 |ceoeen
. Cisco 105 12.2 and 15.0 through 15.3 and 105 XE 3.1 through 3. cause a denialof os/102016 s |cvesoisessn
acrafted I Protocol message, aka Bug ID CSCUd36767. 8 |ceee
The AAA service in Csco [0S 12.0 through 12.4-and 15.0 through 15.6 and 105 XE 2.1 through 3.18 and 16.2 allows remote attackers to
disco — ios cause a denialof service (device reload) via a failed SSH connection attempt that is mishanded during generation of an error-log 05/10/2016 71 |cve20t66393
Bue D CsC
5 BIGHIP LTM systems 11.x before 11.2.1 HF16, 11.3.1, 114 x before 11.4.1 HF11, 1150, 115.1 before HF1L, 1152, 1153, 115.4
15 big-p_local_traffic_manager before HF2, 11.6.0 before HFS, 11.6.1 before HFL, 12.0.0 before HF4, and 12.1.0 before HF2 allow remote attackers to mofy or 05/10/2016 | 100 |cvE2016:5745
ract tors involving NAT6,
oot fortote The rsyncd server i Fortinet FortWLC 6.1-2-29 and earler, 7.0:9-1, 7.0-10-0, 8.0-5-0, 8.1-2:0, and 8.2-4-0 has 2 hardcoded rsyne PR 00 |cvesoiszsee
account. which to read or write & vectors. 100 |Qe20e760
P Heap-based buffer overflw inthe_receive clloack of inxps-ethernetitein QEMU (aka Quick Emulator)alows attackers to xecute | oo I T e o
arbirary code on the QEMU host via  larse ethite packet. —
The (1) SCTC_REFRESH_EXPORT_TAB_COMP, (2) SCTC_REFRESH_CHECK_ENV, and (3) SCTC_TMS_MAINTAIN_ALOG functions in the
s2p - netweaver SCTC subpackage in SAP Netweaver 7.40 SP 12 allow remot execute arbitrary 05/10/2016 90 |cve20i67435
commands via vectors involving a CALL SYSTEM'statement, aka SAP Security Note 2260344,
eme - The client in EMC Replication Manager (RM) before 5.5.3.0_01-PatchHotflx, EMC Network Module for Microsoft 3., and EMC
networker_module_for_microsoft_applicat [ Networker Module for Microsoft 8.2.x before 8.2.3.6 allows remote RM servers to execute arbitrary commands by placing a crafted |~ 04/10/2016 75 |cvE20160013
ons scriotin an SMB share.
The vApp Managers web application in EMC Unisphere for VMAX Virtual Appliance 8.x before 8.3.0 and Solutions Enabler Virtual
eme - solutions_enabler Appliance .x before 3.0l ar input o the (1) 04/10/2016 90 |cve20ie6as
GeneralcmdReauest. (21 or (31 Getc o
The vApp Managers web application in EMC Unisphere for VMAX Virtual Appliance 8.x before 8.3.0 and Solutions Enabler Virtual
eme - solutions_enabler Appliance 8.x before . input to the (1) Getsymm( @ | os0p06 | 100 |cvezoisess
cass
ot oroject—adodh The qstr method n the PDO driver i the ADOUD Lbrary for PHP before 5. before 5.20.7 might allow remote aHackers 10 conduct SQL | 0 P
iniection attacks va Jated to ncorrect auotine. CVE-2016.7405
The Tomcat nt scrit n the tomeat7 package before 7.0.56-3+deb8u and tomcat package before £.0.14-L+debBu3 on Debian jesse
and the tomeat6 and libtomea-java packages before 6.0.35-1ubuntu3.8 on Ubuntu 12.04 LTS, the tomcat7 and ibtomcat7-java
apache - tomeat packages before 7.0.52-Lubuntu0.7 on Ubuntu 14,04 LTS, and tomeat8 and libtomeat8-java packages before 80.32-Lubuntul2on | 03/10/2016 72 |cvE20161200
Ubuntu 16.04 LTS allows localusers with access o the tomcat account to gain root privieges viaa symiink attack on the Catalina log
file.2s
[ tosche st 2bsors 2229 3nd 25 befrs 25 to have unspecified imp elated o improp P N PR
name clean up. ——
spache - myfaces CoreResponsestateManager i Apache MyFaces Trinidad 10.0through 10,13, 1.2 before 1215, 20 before 2,02, and Z1xbefore | o0 [ P
2.1.2 might alow attackers to conduct deserialzation attacks va acrafted serilized viewstate string U001
Heap-based buffer overflow inthe ares_create_query function n c-ares 1x before 1.12.0 allows remote attackers to cause a denial of
cares_project - c-ares 03/10/2016 75 |cve2otes180
service possibly a an escap g dot
Virtual servers in F5 BIG-P systems 11.5.0, 115.1 before HF11, 11.5.2, 1153, 11.5.4 before HF2, 1160 before HF8, 11.6.1 before HF1,
15 bigIp_access._policy_manager 12.0.0 before HF4, and 12.1.0 before HF2, when configured with the HTTP Explict Proxy functionalty or SOCKS profie, allow remote | ~ 03/10/2016 93 |cvE20165700
attackers to modify the read system files, and possibly bitrary code via unsp
Buffer overflow in the Point-to-Point Protoco over Ethernet (PPPOE) module in Huawel USG2100, USG2200, USG5100, and USGS500
huawei - usg2100 unified security gateways with software before V30OROD1C10SPCE00, when CHAP authentication is configured on the server, allows | ~ 03/10/2016 93 |cve20168276
remote attackers to cause adenal o service (server restart) or execute arbilrary code va rafted packets sent during authentication
[ Huawei USG9520, USG9560, and o with software before 200 allow remote PR P F—
attackers to cause a denialof srvice (device restart) via an unsoecified URL ——
redhat - Red Hat JBoss Enterprise Application Platform (EAP) 7, when operating as proxy with ,
jboss_enterprise_application_platform | attackers to cause a denialof service (CPU and disk consumption) viaa long URL. o3/10/2016 ZL | Cueie0e
[ Stack-based buffer overflow in the extractTree function in unADF allows remote attackers to execute arbirary code viaa long [P s |cvesoieran
oathname ——
T unADF allows remote attackers to execut hel nameinan
unadf_project - unadf A0 al el v 03/10/2016 93 |cve20ie120

adf ile.
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6428&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6428
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6433&vector=(AV:N/AC:L/Au:S/C:C/I:C/A:C)
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